MIS IN YOUR POCKET

Can you run your company out of your pocket?
Perhaps not entirely, but there are many functions
today that can be performed using an iPhone,
BlackBerry, or other mobile handheld device. The
smartphone has been called the "Swiss Army knife
of the digital age.” A flick of the finger turns it into a
Web browser, a telephone, a camera, a music or
video player, an e-mail and messaging machine, and
for some, a gateway into corporate systems. New
software applications for social networking and
salesforce management (CRM) make these devices
even more versatile business tools.

The BlackBerry has been the favored mobile
handheld for business because it was optimized for
e-mail and messaging, with strong security and tools
for accessing internal corporate systems, Now that's
changing. Companies large and small are starting to
deploy Apple’s iPhone to conduct more of their
work. For some, these handhelds have become
necessities.

Doylestown Hospital, a community medical
center near Philadelphia, has a mobile workforce of
360 independent physicians treating thousands of
patients. The physicians use the iPhone 3G to stay
connected around the clock to hospital staff,
colleagues, and patient information. Doylestown
doctors use iPhone features such as e-mail, calen-
dar, and contacts from Microsoft Exchange
ActiveSync. The iPhone allows them to receive
time-sensitive e-mail alerts from the hospital. Voice
communication is important as well, and the
iPhone allows the doctors to be on call wherever
they are.

Doylestown Hospital customized the iPhone to
provide doctors with secure mobile access from any
location in the world to the hospital’'s MEDITECH
electronic medical records system. MEDITECH
delivers information on vital signs, medications, lab
results, allergies, nurses’ notes, therapy results, and
even patient diets to the iPhone screen. "Every
radiographic image a patient has had, every
dictated report from a specialist is available on the
iPhone,"” notes Dr. Scott Levy, Doylestown
Hospital's vice president and chief medical officer.
Doylestown doctors also use the iPhone at the
patient’s bedside to access medical reference
applications such as Epocrates Essentials to help
them interpret lab results and obtain medication
information.

Doylestown's information systems department
was able to establish the same high level of security
for authenticating users of the system and tracking
user activity as it maintains with all the hospital's
Web-based medical records applications. Information
is stored securely on the hospital’s own server
computer.

D.W. Morgan, headquartered in Pleasanton,
California, serves as a supply chain consultant and
transportation and logistics service provider to
companies such as AT&T, Apple Computer,
Johnson & Johnson, Lockheed Martin, and
Chevron. It has operations in more than 85
countries on four continents, moving critical
inventory to factories that use a just-in-time (JIT)
strategy. In JIT, retailers and manufacturers main-
tain almost no excess on-hand inventory, relying
upon suppliers to deliver raw materials, compo-
nents, or products shortly before they are needed.

In this type of production environment, it's
absolutely critical to know the exact moment when
delivery trucks will arrive. In the past, it took many
phone calls and a great deal of manual effort to
provide customers with such precise up-to-the-
minute information. The company was able to
develop an application called ChainLinq Mobile for
its 30 drivers that updates shipment information,
collects signatures, and provides global positioning
system (GPS) tracking on each box it delivers.

As Morgan’s drivers make their shipments, they
use ChainLing to record pickups and status
updates. When they reach their destination, they
collect a signature on the iPhone screen. Data

collected at each point along the way, including a
date- and time-stamped GPS location pinpointed on
a Google map, are uploaded to the company’s
servers. The servers make the data available to cus-
tomers on the company’s Web site. Morgan's com-
petitors take about 20 minutes to half a day to pro-
vide proof of delivery; Morgan can do it
immediately.

TCHO is a start-up that uses custom-developed
machinery to create unique chocolate flavors.
Owner Timothy Childs developed an iPhone app
that enables him to remotely log into each choco-
late-making machine, control time and temperature,
turn the machines on and off, and receive alerts
about when to make temperature changes. The
iPhone app also enables him to remotely view sev-
eral video cameras that show how the TCHO



FlavorLab is doing,. TCHO employees also use the
iPhone to exchange photos, e-mail, and text mes-
sages.

The Apple iPad is also emerging as a business
tool for Web-based note-taking, file sharing, word
processing, and number-crunching. Hundreds of
business productivity applications are being devel-
oped, including tools for Web conferencing, word
processing, spreadsheets, and electronic presenta-

tions. Properly configured, the iPad is able to
connect to corporate networks to obtain e-mail
messages, calendar events, and contacts securely
over the air.

Sources: "“Apple iPhone in Business Profiles, www.apple.com,
accessed May 10, 2010; Steve Lohr, Cisco Cheng, “The Ipad
Has Business Potential”" PC World, April 26, 2010; and
*Smartphone Rises Fast from Gadget to Neoessity," The New York
Times, June 10, 2000.



DOMINO’S SIZZLES WITH PIZZA TRACKER

When it comes to pizza, everyone has an opinion.
Some of us think that our current pizza is just fine
the way it is. Others have a favorite pizza joint that
makes it like no one else. And many pizza lovers in
America agreed up until recently that Domino's
home-delivered pizza was among the worst. The
home-delivery market for pizza chains in the United
States is approximately $15 billion per year.
Domino's, which owns the largest home-delivery
market share of any U.S. pizza chain, is finding ways
to innovate by overhauling its in-store transaction
processing systems and by providing other useful
services to customers, such as its Pizza Tracker. And
more important, Domino’s is trying very hard to
overcome its reputation for poor quality by radically
improving ingredients and freshness. Critics believe
the company significantly improved the quality of its
pizza and customer service in 2010.

Domino's was founded in 1960 by Tom Monaghan
and his brother James when they purchased a single
pizza store in Ypsilanti, Michigan. The company
slowly began to grow, and by 1978, Domino’s had 200
stores. Today, the company is headquartered in Ann
Arbor, Michigan, and operates almost 9,000 stores
located in all 50 U.S. states and across the world in 60
international markets. In 2009, Domino’s had $1.5
billion in sales and earned $80 million in profit.

Domino’s is part of a heated battle among promi-
nent pizza chains, including Pizza Hut, Papa John’s,
and Little Caesar. Pizza Hut is the only chain larger
than Domino’s in the U.S., but each of the four has
significant market share. Domino's also competes
with local pizza stores throughout the U.S. To gain a
competitive advantage Domino’s needs to deliver
excellent customer service, and most importantly,
good pizza. But it also benefits from highly effective
information systems.

Domino’s proprietary point-of-sale system, Pulse,
is an important asset in maintaining consistent and
efficient management functions in each of its restau-
rants. A point-of-sale system captures purchase and
payment data at a physical location where goods or
services are bought and sold using computers, auto-
mated cash registers, scanners, or other digital
devices.

In 2003, Domino's implemented Pulse in a large
portion of its stores, and those stores reported
improved customer service, reduced mistakes, and

shorter training times. Since then, Pulse has become
a staple of all Domino’s franchises. Some of the func-
tions Pulse performs at Domino’s franchises are tak-
ing and customizing orders using a touch-screen
interface, maintaining sales figures, and compiling
customer information. Domino’s prefers not to
disclose the specific dollar amounts that it has saved
from Pulse, but it's clear from industry analysts that
the technology is working to cut costs and increase
customer satisfaction.

More recently, Domino's released a new hardware
and software platform called Pulse Evolution, which
is now in use in a majority of Domino's more than
5,000 U.S. branches. Pulse Evolution improves on the
older technology in several ways. First, the older
software used a ‘thick-client’ model, which required
all machines using the software to be fully equipped
personal computers running Windows. Pulse
Evolution, on the other hand, uses ‘thin-client’ archi-
tecture in which networked workstations with little
independent processing power collect data and send
them over the Internet to powerful Lenovo PCs for
processing. These workstations lack hard drives,
fans, and other moving parts, making them less
expensive and easier to maintain. Also, Pulse
Evolution is easier to update and more secure, since
there’s only one machine in the store which needs to
be updated.

Along with Pulse Evolution, Domino’s rolled out
its state-of-the-art online ordering system, which
includes Pizza Tracker. The system allows customers
to watch a simulated photographic version of their
pizza as they customize its size, sauces, and toppings.
The image changes with each change a customer
makes. Then, once customers place an order, they
are able to view its progress online with Pizza
Tracker. Pizza Tracker displays a horizontal bar that
tracks an order’s progress graphically. As a Domino’s
store completes each step of the order fulfillment
process, a section of the bar becomes red. Even
customers that place their orders via telephone can
monitor their progress on the Web using Pizza
Tracker at stores using Pulse Evolution. In 2010,
Domino's introduced an online polling system to
continuously upload information from local stores.

As with most instances of organizational change of
this magnitude, Domino’s experienced some resis-
tance. Domino's originally wanted its franchises to



select Pulse to comply with its requirements for data
security, but some franchises have resisted switching
to Pulse and sought alternative systems. After
Domino's tried to compel those franchises to use
Pulse, the U.S. District Court for Minnesota sided
with franchisees who claimed that Domino’s could
not force them to use this system. Now, Domino's
continues to make improvements to Pulse in an
effort to make it overwhelmingly appealing to all
franchisees.

Pizza Hut and Papa John's also have online order-
ing capability, but lack the Pizza Tracker and the sim-
ulated pizza features that Domino’s has successfully
implemented. Today, online orders account for
almost 20 percent of all of Domino’s orders, which is
up from less than 15 percent in 2008. But the battle

to sell pizza with technology rages on. Pizza Hut cus-
tomers can now use their iPhones to place orders,
and Papa John's customers can place orders by tex-
ting. With many billions of dollars at stake, all the
large national pizza chains will be developing innova-
tive new ways of ordering pizza and participating in
ite creation.

Sources: PRN Newswire, “Servant Systems Releases Domino's Store
Polling Software," PRN Newswire, April 14, 2010; Julic Jargon,
‘Dominc’s IT Staff Delivers Slick Site, Ordering System,* The Wall
Street Jowrnal, November 24, 2009; www.dominosbiz.com, accessed
May 17, 2010; Paul McDougall, “Interop: Domino's Eyes Microsoft
Cloud,* Information Week, April 26, 2010; *Domino's Builds New
Foundation Under Proprictary Store Tech," Nation's Restaurant
News, February 25, 2009; “and *Inside Domino’s ‘Pizza Tracker'
What It Does, Why, and How," Nation’s Restaurant News, February
27, 2008.



HOW MUCH DO CREDIT CARD COMPANIES KNOW ABOUT YOU?

When Kevin Johnson returned from his honeymoon,
a letter from American Express was waiting for him.
The letter informed Johnson that AmEx was slash-
ing his credit limit by 60 percent. Why? Not because
Johnson missed a payment or had bad credit. The
letter stated: “Other customers who have used their
card at establishments where you recently shopped,
have a poor repayment history with American
Express.” Johnson had started shopping at Walmart.
Welcome to the new era of credit card profiling.

Every time you make a purchase with a credit
card, a record of that zale is logged into a massive
data repository maintained by the card issuer. Each
purchase is assigned a four-digit category code that
describes the type of purchase that was made.

There are separate codes for grocery stores, fast food
restaurants, doctors, bars, bail and bond payments,
and dating and escort services. Taken together, these
codes allow credit card companies to learn a great
deal about each of its customers at a glance.

Credit card companies use these data for multiple
purposes. First, they use them to target future
promotions for additional products more accurately.
Users that purchase airline tickets might receive
promotions for frequent flyer miles, for example.
The data help card issuers guard against credit card
fraud by identifying purchases that appear unusual
compared to a cardholder’s normal purchase history.
The card companies also flag users who frequently
charge more than their credit limit or demonstrate
erratic spending habits. Lastly, these records are
used by law enforcement agencies to track down
criminals.

Credit card holders with debt, the ones who never
fully pay off their balances entirely and thus have to
pay monthly interest charges and other fees, have
been a major source of profit for credit card issuers.
However, the recent financial crisis and credit
crunch have turned them into a mounting liability
because so many people are defaulting on their
payments and even filing for bankruptcy. So the
credit card companies are now focusing on mining
credit card data to predict cardholders posing the
highest risk.

Using mathematical formulas and insights from
behavioral science, these companies are developing
more fine-grained profiles to help them get inside the
heads of their customers. The data provide new

insights about the relationship of certain types of pur-
chases to a customer’s ability or inability to pay off
credit card balances and other debt. The card-issuing
companies now use this information to deny credit
card applications or shrink the amount of credit avail-
able to high-risk customers.

These companies are generalizing based on
certain types of purchases that may unfairly charac-
terize responsible cardholders as risky. Purchases of
secondhand clothing, bail bond services, massages,
or gambling might cause card issuers to identify you
as a risk, even if you maintain your balance respon-
sibly from month to month. Other behaviors that
raise suspicion: using your credit card to get your
tires re-treaded, to pay for drinks at a bar, to pay for
marriage counseling, or to obtain a cash advance.
Charged speeding tickets raise suspicion because
they may indicate an irrational or impulsive person-
ality. In light of the sub-prime mortgage crisis, credit
card companies have even begun to consider indi-
viduals from Florida, Nevada, California, and other
states hardest hit by foreclosures to be risks simply
by virtue of their state of residence.

The same fine-grained profiling also identifies the
most reliable credit-worthy cardholders. For exam-
ple, the credit card companies found that people
who buy high-quality bird seed and snow rakes to
sweep snow off of their roofs are very likely to pay
their debts and never miss payments. Credit card
companies are even using their detailed knowledge
of cardholder behavior to establish personal connec-
tions with the clients that owe them money and
convince them to pay off their balances.

One 49-year old woman from Missouri in the
throes of a divorce owed $40,000 to various credit
card companies at one point, including $28,000 to
Bank of America. A Bank of America customer ser-
vice representative studied the woman's profile and
spoke to her numerous times, even pointing out one
instance where she was erroneously charged twice.
The representative forged a bond with the card-
holder, and as a result she paid back the entire
$28,000 she owed, (even though she failed to repay
much of the remainder that she owed to other credit
card companies.)

This example illustrates something the credit card
companies now know: when cardholders feel more
comfortable with companies, as a result of a good



relationship with a customer service rep or for any
other reason, they're more likely to pay their debts.

It's common practice for credit card companies to
use this information to get a better idea of consumer
trends, but should they be able to use it to preemp-
tively deny credit or adjust terms of agreements?
Law enforcement is not permitted to profile individu-
als, but it appears that credit card companies are
doing just that.

In June 2008, the FTC filed a lawsuit against
CompuCredit, a sub-prime credit card marketer.
CompuCredit had been using a sophisticated behav-
ioral scoring model to identify customers who they
considered to have risky purchasing behaviors and
lower these customers’ credit limits. CompuCredit
settled the suit by crediting $114 million to the
accounts of these supposedly risky customers and
paid a $2.5 million penalty.

Congress is investigating the extent to which
credit card companies use profiling to determine
interest rates and policies for their cardholders.

The new credit card reform law signed by President

Barack Obama in May 2009 requires federal regula-
tors to investigate this. Regulators must also deter-
mine whether minority cardholders were adversely
profiled by these criteria. The new legislation also
bars card companies from raising interest rates at
any time and for any reason on their customers.
Going forward, you're likely to receive far fewer
credit card solicitations in the mail and fewer offers
of interest-free cards with rates that skyrocket after
an initial grace period. You'll also see fewer policies
intended to trick or deceive customers, like cash-
back rewards for unpaid balances, which actually
encourage cardholders not to pay what they owe.
But the credit card companies say that to compen-
sate for these changes, they'll need to raise rates
across the board, even for good customers.
Sources: Betty Schiffman, "Who Knows You Better? Your Credit
Card Company or Your Spouse?” Daily Finance, April 13, 2010;
Charles Duhigg, *What Does Your Credit-Card Company Know
about You?™ The New York Times, Junc 17, 2009; and

CreditCards.com, *Can Your Lifestyle Hurt Your Credit?” MSN
Moncy, June 30, 2009.Boudette.



WHAT CAN BUSINESSES LEARN FROM TEXT MINING?

Text mining is the discovery of patterns and relation-
ships from large sets of unstructured data—the kind
of data we generate in e-mails, phone conversations,
blog postings, online customer surveys, and tweets.
The mobile digital platform has amplified the
explosion in digital information, with hundreds of
millions of people calling, texting, searching,
‘apping” (using applications), buying goods, and
writing billions of e-mails on the go.

Consumers today are more than just consumers:
they have more ways to collaborate, share informa-
tion, and influence the opinions of their friends and
peers, and the data they create in doing so have
significant value to businesses. Unlike structured
data, which are generated from events such as
completing a purchase transaction, unstructured data
have no distinct form. Nevertheless, managers
believe such data may offer unique insights into cus-
tomer behavior and attitudes that were much more
difficult to determine years ago.

For example, in 2007, JetBlue experienced
unprecedented levels of customer discontent in the
wake of a February ice storm that resulted in
widespread flight cancellations and planes stranded
on Kennedy Airport runways. The airline received
15,000 e-mails per day from customers during the
storm and immediately afterwards, up from its usual
daily volume of 400. The volume was so much larger
than usual that JetBlue had no simple way to read
everything its customers were saying.

Fortunately, the company had recently contracted
with Attensity, a leading vendor of text analytics
software, and was able to use the software to analyze
all of the e-mail it had received within two days.
According to JetBlue research analyst Bryan
Jeppsen, Attensity Analyze for Voice of the Customer
(VoC) enabled JetBlue to rapidly extract customer
sentiments, preferences, and requests it couldn't find
any other way. This tool uses a proprietary technol-
ogy to automatically identify facts, opinions,
requests, trends, and trouble spots from the unstruc-
tured text of survey responses, service notes, e-mail
messages, Web forums, blog entries, news articles,
and other customer communications. The technol-
ogy is able to accurately and automatically identify
the many different “voices” customers use to express
their feedback (such as a negative voice, positive
voice, or conditional voice), which helps organiza-

tions pinpoint key events and relationships, such as
intent to buy, intent to leave, or customer “wish"
events. It can reveal specific product and service
issues, reactions to marketing and public relations
efforts, and even buying signals.

Attensity’s software integrated with JetBlue’s other
customer analysis tools, such as Satmetrix’s Net
Promoter metrics, which classifies customers into
groups that are generating positive, negative, or no
feedback about the company. Using Attensity’s text
analytics in tandem with these tools, JetBlue devel-
oped a customer bill of rights that addressed the
major issues customers had with the company.

Hotel chains like Gaylord Hotels and Choice
Hotels are using text mining software to glean
insights from thousands of customer satisfaction
surveys provided by their guests. Gaylord Hotels is
using Clarabridge’s text analytics solution delivered
via the Internet as a hosted software service to
gather and analyze customer feedback from surveys,
e-mail, chat messaging, staffed call centers, and
online forums associated with guests’ and meeting
planners’ experiences at the company’s convention
resorts. The Clarabridge software sorts through the
hotel chain's customer surveys and gathers positive
and negative comments, organizing them into a
variety of categories to reveal less obvious insights.
For example, guests complained about many things
more frequently than noisy rooms, but complaints of
noisy rooms were most frequently correlated with
surveys indicating an unwillingness to return to the
hotel for another stay.

Analyzing customer surveys used to take weeks,
but now takes only days, thanks to the Clarabridge
software. Location managers and corporate execu-
tives have also used findings from text mining to
influence decisions on building improvements.

Wendy’s International adopted Clarabridge software
to analyze nearly 500,000 messages it collects each
year from its Web-based feedback forum, call center
notes, e-mail messages, receipt-based surveys, and
social media. The chain’s customer satisfaction team
had previously used spreadsheets and keyword
searches to review customer comments, a very slow
manual approach. Wendy's management was looking
for a better tool to speed analysis, detect emerging
issues, and pinpoint troubled areas of the business at
the store, regional, or corporate level.



The Clarabridge technology enables Wendy's to
track customer experiences down to the store level
within minutes. This timely information helps store,
regional, and corporate managers spot and address
problems related to meal quality, cleanliness, and
speed of service.

Text analytics software caught on first with
government agencies and larger companies with
information systems departments that had the
means to properly use the complicated software, but
Clarabridge is now offering a version of its product
geared towards small businesses. The technology has
already caught on with law enforcement, search tool
interfaces, and ‘listening platforms” like Nielsen
Online. Listening platforms are text mining tools that
focus on brand management, allowing companies to

determine how consumers feel about their brand and
take steps to respond to negative sentiment.

Structured data analysis won'’t be rendered obso-
lete by text analytics, but companies that are able to
use both methods to develop a clearer picture of
their customers’ attitudes will have an easier time
establishing and building their brand and gleaning
insights that will enhance profitability.

Sources: Doug Henschen, *Wendy's Taps Text Analytics to Mine
Customer Feedback,” Information Week, March 23, 2010; David
Stodder,” How Text Analytics Drive Customer Insight” Information
Week, February 1, 2010; Nancy David Kho, “Customer Expericnce
and Sentiment Analysis " KMWorld, February 1, 2010; Siobhan
Gorman, "Details of Einstein Cyber-Shicld Disclosed by White
House,” The Wall Street Journal, March 2, 2010; wwyw.attensity.com,
acosssed June 16, 2010; and www.clarabridge.com, accessed
June 17, 2010.



HYUNDAI HEAVY INDUSTRIES CREATES

A WIRELESS SHIPYARD

hat's it like to be the world's largest shipbuilder? Ask Hyundai Heavy Industries

(HHI), headquartered in Ulsan, South Korea, which produces 10 percent of the

world's ships. HHI produces tankers, bulk carriers, containerships, gas and

chemical carriers, ship engines, offshore oil and gas drilling platforms, and under-
sea pipelines.

Coordinating and optimizing the production of so many different products, is obviously a
daunting task. The company has already invested nearly $50 million in factory planning
software to help manage this effort. But HHI's “factory’ encompasses 11 square kilometers
(4.2 square miles) stretching over land and sea, including nine drydocks, the largest of
which spans more than seven football flelds to support construction of four vessels sinul-
taneously. Over 12,000 workers build up to 30 ships at one time, using millions of parts
ranging In size from small rivets to five-story buildings.

This producton environment proved too large and complex to easily track the movement of
parts and inventory in real time as these events were taking place. Without up-to-the-minute
data, the efficiencies from enterprise resource planning software are very limited. To make
matters worse, the recent economic downturn hit HHI especially hard, as world trading and
shipping plummeted. Orders for new ships in 2009 plunged to 7.9 million compensated gross
tons (CGT, a measurement of vessel size), down from 150 million CGT the previous year In
this economic environment, Hyundal Heavy was looking for new ways to reduce expenses
and streamline production.

HHI's solution was a high-speed wireless network across the entire shipyard, which was
built by KT Corp., South Korea's largest telecommunications firm. It is able to transmit data at
a rate of 4 megabits per second, about four times faster than the typical cable modem deliver-
ing high-speed Internet service to U.5. households. The company uses radio sensors to track
the movement of parts as they move from fabrication shop to the side of a drydock and then
onto a ship under construction. Workers on the ship use notebook computers or handheld
mobile phones to access plans and engage in two-way video conversations with ship designers
in the office, more than a mile away.



In the past, workers who were inside a vessel below ground or below sea level had to climb
topside to use a phone or walkie-talkie when they had to talk to someone about a problem. The
new wireless network is connected to the electric lines in the ship, which convey digital data
to Wi-Fi wireless transmitters
placed around the hull during
construction. Workers’ Internet
phones, webcams, and PCs are
linked to the Wi-Fi system, so
workers can use Skype VoIP to
call their colleagues on the sur-
face. Designers in an office
building a mile from the con-
struction site use the webcams
to investigate problems.

On the shipyard roads, 30 trans-
porter trucks fitted to receivers
connected to the wireless net-
work update their location
every 20 seconds to a control
room. This helps dispatchers 3
match the location of transporters with orders for parts shnrtaning the trips
each truck makes. All of the day's movements are finished by 6 EM. instead of
8 PM. By making operations more efficlent and reducing labor costs, the wire-
less technology 1s expected to save Hyundai Heavy $40 million annually.

Bources: Evan Ramstad, *High-Speed Wireless Transforms a Shipyard,” The Wall Street

Jowmal, March 15 2010 and "Hyundai Heavy Plans Wireless Shipyard,” The Korea Herald,
March 30, 2010.




HOW SECURE IS THE CLOUD?

New York-based investment banking and financial
services firm Cowen and Co. has moved its global
sales systems to the cloud using Salesforce.com. So
far, Cowen's CIO Daniel Flax is pleased. Using cloud
services has helped the company lower upfront tech-
nology costs, decrease downtime and support addi-
tional services. But he'’s trying to come to grips with
cloud security issues.Cloud computing is indeed
cloudy, and this lack of transparency is troubling to
many.

One of the biggest risks of cloud computing is that
it is highly distributed. Cloud applications and appli-
cation mash-ups reside in virtual libraries in large
remote data centers and server farms that supply
business services and data management for multiple
corporate clients. To save money and keep costs low,
cloud computing providers often distribute work to
data centers around the globe where work can be
accomplished most efficiently. When you use the
cloud, you may not know precisely where your data
are being hosted, and you might not even know the
country where they are being stored.

The dispersed nature of cloud computing makes it
difficult to track unauthorized activity. Virtually all
cloud providers use encryption, such as Secure
Sockets Layer, to secure the data they handle while
the data are being transmitted. But if the data are
stored on devices that also store other companies’
data, it's important to ensure these stored data are
encrypted as well.

Indian Harvest Specialtifoods, a Bemidji,
Minnesota-based company that distributes rice,
grains, and legumes to restaurants worldwide, relies
on cloud software provider NetSuite to ensure that its
data sent to the cloud are fully protected. Mike
Mullin, Indian Harvest's IT director, feels that using
SSL (Secure Sockets Layer) to encrypt the data gives
him some level of confidence that the data are
secure. He also points out that his company and
other users of cloud services need to pay attention to
their own security practices, especially access
controls. “Your side of the infrastructure is just as
vulnerable, if not more vulnerable, than the
provider’s side,” he observes.

One way to deal with these problems is to use a
cloud vendor that is a public company, which is
required by law to disclose how it manages informa-
tion. Salesforce.com meets this requirement, with

strict processes and guidelines for managing its data
centers. “We know our data are in the U.S. and we
have a report on the very data centers that we're
talking about, * says Flax.

Another alternative is to use a cloud provider that
give subscribers the option to choose where their
cloud computing work takes place. For example,
Terremark Worldwide Inc. is giving its subscriber
Agora Games the option to choose where its
applications run. Terremark has a Miami facility but
is adding other locations. In the past, Agora had no
say over where Terremark hosted its applications
and data.

Even if your data are totally secure in the cloud,
you may not be able to prove it. Some cloud
providers don't meet current compliance require-
ments regarding security, and some of those
providers, such as Amazon, have asserted that they
don't intend to meet those rules and won't allow
compliance auditors on-site.

There are laws restricting where companies can
send and store some types of information —person-
ally identifiable information in the European Union
(EU), government work in the United Sates or appli-
cations that employ certain encryption algorithms.
Companies required to meet these regulations
involving protected data either in the United States
or the EU won't be able to use public cloud providers.

Some of these regulations call for proof that
systems are securely managed, which may require
confirmation from an independent audit. Large
providers are unlikely to allow another company’s
auditors to inspect their data centers. Microsoft found
a way to deal with this problem that may be helpful.
The company reduced 26 different types of audits to
a list of 200 necessary controls for meeting compli-
ance standards that were applied to its data center
environments and services. Microsoft does not give
every customer or auditor access to its data centers,
but its compliance framework allows auditors to order
from a menu of tests and receive the results.

Companies expect their systems to be running
24/7, but cloud providers haven't always been able to
provide this level of service. Millions of customers of
Salesforce.com suffered a 38-minute outage in early
January 2009 and others several years earlier. The
January 2009 outage locked more than 900,000
subscribers out of crucial applications and data



needed to transact business with customers. More
than 300,000 customers using Intuit's online network
of small business aplications were unable to access
these services for two days in June 2010 following a
power outage.

Agreements for services such as Amazon EC2 and
Microsoft Azure state that these companies are not
going to be held liable for data losses or fines or
other legal penalties when companies use their
services. Both vendors offer gnidance on how to use
their cloud platforms securely, and they may still be
able to protect data better than some companies’
home-grown facilities.

Salesforce.com had been building up and
redesigning its infrastructure to ensure better
service. The company invested $§50 million in

Mirrorforce technology, a mirroring system that cre-
ates a duplicate database in a separate location and
synchronizes the data instantaneously. If one data-
base is disabled, the other takes over. Salesforce.com
added two data centers on the East and West coasts
in addition to its Silicon Valley facility. The company
distributed processing for its larger customers among
these centers to balance its database load.

Sources: Scth Fineberg, *A Shadow on the Cloud?" Information
Management, August, 2010; Ellen Messmer, *Secrecy of Cloud
Computing Providers Raises IT Security Risks " IT World, July 13,
2010; John Edwards, “Cutting Through the Fog of Cloud Security,”
Computerworld, February 23, 2009; Waync Rash, *Is Cloud
Computing Secure? Prove It," eWezk, September 21, 2000; Robert
Lemos, “Five Lessons from Microsoft on Cloud Security,”
Computenworid, August 25, 2009; and Mike Fratto, *Cloud Control,*
Information Week, January 26, 2009.



4FO00D: BURGERS GO SOCIAL

Food, a new organic burger restaurant in Manhattan, opened its doors with a promise
of delicious food. But what's equally delicious are its plans to drive the business using
social networking. This restanrant wants to be nmach more than a place to dine. It wants
to be a vast social networking experience.

Inside the restaurant, located at the corner of Madison Avenme and 40th Street, a 240-
square-foot monitor constantly streams Twitter tweets, restaurant information, and
Foursquare check-ins. Foursquare is a Web and mobile application that allows registered
users to connect with friends and update their location information. Points are awarded for
“checking in" at selected restaurants, bars, and other sites. Customers see tweets and status
updates and reply to them or add their own messages with their cell phones or other mobile
devices using 4Food's free Wi-Fi wireless Internet connection.

This restaurant has multiple options for placing an order. You can give your order to a
restaurant employvee using an iPad, or you can place the order online yourself. Naturally,
4Food has its own Facebook page, which it uses for social marketing. Tagging its Facebook
wall makes you eligible to win an iPad. 4Food offered $20 worth of food to whoever was the
first to tweet a picture of himself or herself in front of the restaurant’s “tag wall"—a wall in
the front of the restaurant inviting people to write “tweets" using a Magic Marker. 4Food
also uses social networks for hiring and to promote it's "De-Junk NYC" campaign to
promote innovative ideas for improving the city.

But what makes 4Food really stand out is its use of crowdsourcing for both marketing and
menu development. This restaurant has an online tool for customers to invent their own
sandwiches and other dizshes and to give thelr inventions clever names. Every time some-
one orders an item invented by another customer, the inventor receives a $.25 in-store
credit. With 4Food’s list of ingredients, millions of combinations are possible.

Some customers will no doubt use their extensive social networks to promote the burgers
they invented. Those with hundreds of thousands of followers on social networks could
conceivably earn free burgers for the rest of their lives if they constantly promote 4Food. All
of these measures create very low- cost incentives for large numbers of customers to actively
promote the restaurant. They also generate word-of-mouth "buzz" with minimal expendi-

ture. All it takes is establishing



a presence on social networks M (bets) e
and rolling out promotions. 3

Will 4Food be successful?

Competing with 20,000 other
New York City restaurants
won’t be easy. But by using
social networking technology
to forge ties with customers
and giving those customers a
stake in the success of prod- 000 #1106t 1 206 Mo, ¥ e o e an
ucts, 4Food hopes to have the
recipe for a successful busi-
ness.
Sources: Mike Elgan, ‘New York
Burger Joint Goes Social, Mobile,"
Computerworld, May 31, 2010 and
www.4food.com, accessed October
22, 2010.
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